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Abstract—The World Wide Web has become a popular plat-
form for the hosting of surveys. Such online surveys can more
easily and efficiently collect data and are accessible using both
desktop and mobile devices. In many cases personal information,
such as postal addresses, is requested by these surveys. With the
availability of location detection technology in mobile devices,
some surveys even go further and request spatial coordinates
(e.g. GPS information). This raises the issue of location privacy
since this may lead to privacy attacks. One can prevent this by
providing vague location information but, in many cases, this
may defeat the purpose of having the location field since it may
be required by the surveyors. Hence there is a delicate balance
between user privacy and location accuracy. In this paper we
address this trade-off by proposing a framework for location
obfuscation in online surveys. In this framework we allow users to
state their privacy requirement using a target probability which is
the probability of they being correctly identified. We then provide
the most accurate location information to the surveyors given the
desired privacy level. This approach requires population density
information and so we also provide an interesting approach to
estimating this information from mining Smart Meter data.

Index Terms—location obfuscation, location privacy, online
survey, smart meters

I. INTRODUCTION

With the increasing popularity of the Internet and the easy
availability of smart phones, online surveys have become a
common method for individuals and companies to gather
opinions and information on products and social topics. Such
surveys are designed to capture a wide range of information
and typically includes demographic information about the sur-
vey population. Traditional surveys do this by asking personal
questions such as name, age, ethnicity and/or postal address of
the person. However, anonymous surveys are sometimes used
to protect the identity of the respondent. In such cases no
personal information is requested. However, if the surveyor
requires location information then one must determine how
this can be provided while maintaining privacy. For example,
the respondent can be asked to provide less specific informa-
tion such as their street name or city or Postal Code in order
to protect their location privacy. This information however
may end up being too specific (e.g., if they live on a very
short street) or provide too little location information for the
purposes of the survey (e.g., if they live on a very long street).
With the advent of smart phones one can instead request GPS
coordinates either automatically (through a mobile application)
or manually. Such submissions also have the advantage of easy
presentation on maps and are now available in online survey
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tools such as Snap Surveys and Survey Swipe. However, many
users would prefer not to provide such specific information
and hence some mechanism must be provided for them to
provide less specific location information (as they would
have done in a traditional survey). For example, a nearby
location can instead be provided that would make it difficult
to determine the respondent. This paper focuses on providing
such a mechanism.

Location Privacy allows an individual to determine when,
how and to what extent their location information should be
communicated to others. Given a person’s location one can
obtain personal information about the person such as name,
age and political interests [1], [2]. Privacy invasion attacks
continue to grow as technology makes it more easily possible
to provide and obtain precise user locations. The increased
interest in location privacy has led to a surge of research
into countermeasures and protection methods against potential
threats. These methods fall into non-computational counter-
measures (e.g., regulatory strategies and privacy policies) and
computational countermeasures (e.g., anonymity and obfusca-
tion methods as outlined in surveys by Duckham and Kulick[3]
and Wernke et al. [4]). We focus on computational measures as
these would be more applicable for online surveys. Location
Obfuscation can be defined as a set of techniques used to
degrade the quality of location information by a specified
level. The essential idea is to alter the original location of a
user to ensure the person’s original location cannot be easily
determined. The aim in such alteration is to allow a user to
provide a location they are comfortable with to some third-
party. Location Obfuscation methods are complimentary to
Anonymity methods [5] which focus on the disassociation of
location information and a persons identity. We thus consider
and adapt some Anonymity Methods in our work but focus on
the perturbation of location information for use in surveys.

Many developed countries support an Automatic Meter
Reading (AMR) network in which smart meters are placed
at users’ homes and electrical usage readings are transmitted
wirelessly and collected for billing purposes. The GPS coor-
dinates of such smart meters are also known. Furthermore,
assuming that almost all of the population has electricity
(which holds in developed countries) then one can safely
assume that the location of such meters correlates well with
population density. In this paper, we propose a framework
to perform Location Obfuscation in Online Surveys using



Smart Meter information. We first discuss various location
obfuscation techniques and then propose a modification of the
K-Anonymity Method first proposed in [6], [7]. In this method
we define the privacy preference as a target probability that is
specified by the user. This target probability is defined as the
probability of correctly identifying the location of the target
user by someone who has no knowledge of the obfuscation
method. We illustrate the performance of this method through
numerical results.

II. RELATED WORK

Much of the work on location privacy has been focused
on Location Based Services for Mobile Networks [8], [9],
[6], [10], [7]. Such work highlights the variety of compu-
tational countermeasures and strategies proposed to protect
the location privacy of individuals. Approaches by the authors
highlight differences in user expectations, the countermeasure
methodology as well as how privacy can be measured [11]. In
this section we outline several proposed methods and highlight
why they are not suitable for our needs.

A. Obfuscation Methods

In selecting obfuscation techniques we must consider the
objective of obfuscating locations in an online survey. There-
fore (a) the technique must be applicable to single sample
geographic locations and likewise only result in the return of
a single obfuscated location and (b) the technique must use
a comprehensible privacy preference which can be adjusted
by users. Given these criteria we consider four obfuscation
techniques.

1) Decimal Rounding: This is a manual method of obfus-
cation which can be done by the user or through a simple
rounding technique built into the survey application. The
technique involves the rounding of a geographic location to
n decimal places. A simplification of the rounding algorithm
proposed in [12], this technique provides a high level of
obfuscation when n is small. Note that reducing the number
of significant decimal places provides very coarse control.
However we propose more granular control by doing the
following. Consider some integer K. Let Y denote the exact
value of the coordinate (either longitude or latitude). We obtain
the obfuscated value of this coordinate as
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For example if K = 10 then Y is rounded to one decimal
place while if K = 100 it is rounded to two decimal places.
However, with this approach one can use values of K between
10 and 100 and these would provide accuracy levels between
those obtained with K = 10 and K = 100. In general, larger
values of K provide more accuracy.

2) Privacy Radius: A family of point-based location ob-
fuscation techniques is introduced and evaluated by Wightman
et al. in [13]. These techniques are based on the concept of
producing an obfuscated value that lies within a circle of radius
r centered at the original location [5], [14]. However, note that
such techniques are agnostic to the population density in the

area. Hence a radius that works well in a city area may not
work well in a sparsely populated area since, in this case, few
people will lie within the circle. Also of note is the fact that a
population would not be uniformly distributed across an area,
these obfuscation techniques would thus be unable to ensure
the probability of attack success across a chosen circle.

3) K-Anonymity: The K-anonymity concept follows the
idea that a person is K-anonymous if he/she cannot be
distinguished from K — 1 other people. Originally proposed
as a method for protecting location privacy by Gruteser and
Grunwald [6], this method involves the determination of
an area or region containing K people including the target
user. The computation of this area was originally done using
quadtrees however a number of variations have been proposed
by Duckham and Kulick [15] using a graph based approach.
Another method is that of Gedik and Liu [7], [16] who
introduced the idea of allowing end-user adjustments of K
which allows users to specify their level of anonymity. The
K-anonymous approach does have drawbacks since it requires
generation of an area [17] as opposed to a single point which is
required in our case. The proposed obfuscation method in this
paper selects a single person and their location within a set of
at least K people. The probability of successfully determining
the user is therefore at most 1/K and hence the user is at least
K-anonymous.

4) Spatial Discretization: In this approach a grid is formed
over the area that includes the target user. The obfuscated
location is obtained as the closest grid vertex to the target
user. Note that, in this case, many locations are mapped to the
same obfuscated value. As with the privacy radius approach,
the size of the grid spacing determines how well the method
performs. A grid spacing that works well in a city area may
not work well in a rural area. Hence the grid spacing will have
to be varied based on population density and this process can
be quite complicated.

B. Discussion

Note that, for our work, we have two objectives user
privacy and location accuracy. In highly populated areas we
can provide good location accuracy and user privacy since,
if the obfuscated point is within a small area around the
target location there are still many people within which to
”hide” the user. However this is not the case for rural areas
where less accuracy must be provided in order to guarantee
the same level of privacy. This means that our method must
include population density. Hence those approaches above
that are density agnostic are not suitable. However the ones
that do take into account density do so based on provided
population density information. We will provide an approach
that uses population density but does not directly compute
density information.

III. FRAMEWORK

In this section we describe the framework used for our
proposed solution. Key to this framework are the following
assumptions (a) a smart grid network is available and the



locations of the smart meters are given and (b) each household
has one of these smart meters. We use historical smart meter
data to determine (using Machine Learning methods) the
number of people in a household and then use this together
with the meter location to estimate population density. Once
this computation is performed we no longer need the Smart
Meter information unless we need to update our population
density information. So note that no real-time access to smart
meters are needed and no information of users or their meter
locations is made available to the public.

A. Smart Grid Overview

Smart grids use an Advanced Metering Infrastructure (AMI)
to more efficiently support the transportation, distribution and
consumption of electrical energy. It is an integrated system
of smart meters, communications networks and data man-
agement systems that facilitate real-time two way communi-
cation between utilities and consumers [18]. Thus, an AMI
allows utilities to access an abundance of information. This
information includes electrical consumption data, load profile
data, demand, time-of-use, voltage profile data and power
quality data [19]. Also known is the GPS coordinates of each
smart meter. We use this data to estimate household size
(larger households consume more energy) and only a single
historical snapshot is required for this computation. Due to
space limitations the details of the Machine Learning approach
will not be provided.

B. Privacy Preference

In our framework we propose the use of a target probability
as the privacy preference to be chosen by a user. This is the
probability that the user can be identified. In practice, users
may not understand such a concept and hence a more user
friendly interface may be needed. For example, within the
survey, a slider can be presented that goes from 1 to 1000.
The user can be asked to choose a value such that, to find
them, an attacker would have to make a guess among that
number of people. So if they chose 100 then their privacy
probability would be 0.01.

C. Obfuscation Method

For a given user’s location X, we want to obtain an
obfuscated value Y which provides the user with sufficient
privacy while at the same time providing sufficient location
information for use in a survey. For example, suppose we
have a survey on the Zika virus and would like to know the
extent of the spread of the virus. One can see that location
information is vital since such information can be used for
mosquito eradication strategies.

Let us assume that we wish to guarantee that, given a user’s
obfuscated location, the probability that an attacker guesses the
user is no more than P. We assume that an attacker has no
information other than the locations of all users. We obtain Y’
as follows. We find the K closest users to X, randomly choose
one of these K users and provide the location of that user as
Y. Suppose that there are u users at Y. Given Y the best that
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Fig. 1. Location Obfuscation Approach

an attacker can do is to choose a user from that location. Their
probability of success is the probability that the user is at that
location, u/K, times the probability that they correctly pick
the user at the location, 1/u, which is simply 1/K. Therefore
we simply have to choose K so that P = 1/K.

We provide a simple example in Figure 1 to illustrate the
approach. Here we have meter locations in an almost grid-like
fashion to correspond to an urban area with rows of parallel
streets. In this particular case we assume that P = 1/18 so that
K = 18 and, for simplicity, we assume each household size is
three. Hence we must find the five closest meters to X (which
already has three users). These are shown in the circle. We
then pick one of these locations Y as the obfuscated location.
Note that this obfuscated value is not the same as X and thus
the attacker without further information would be incorrect in
determining the target.

IV. NUMERICAL RESULTS

In this section we provide both analytic and simulation
results. In each case we are interested in two metrics, user
privacy and location accuracy. We measure user privacy as
follows. Given an obfuscated location, if that household is
the target and it has one occupant then the attacker was
successful. If the household has more than one occupant then
the attacker must guess which person in the household is
the target. In the case of apartment buildings, the attacker
must first correctly guess the apartment location, then correctly
guess the apartment within the location and finally correctly
guess the person within the apartment.

The other metric is accuracy. We obtain this by measuring
the location error defined as the distance between the target
location and the obfuscated location. Note that, in the case of a
multi-apartment building we may not care in which household
the target lies since our interest is simply the location. For
example, in the case of a Zika virus survey, we simply need
to know the location of where the affected person lives so that
appropriate actions can be taken for the area.

A. Analytic Results

In this section we consider a simple use case and analyt-
ically solve for the desired metrics. We consider a uniform
grid of smart meters. Each vertex in this grid has one meter
and we assume h people per household. The distance between
adjacent vertices is d units. We focus on locations within the
grid and so do not take into account edge effects.



100
Fig. 2. Illustration of Privacy and Accuracy Trade-off as K is varied

Consider some target user and consider a circle around the
user with radius r. The number of meters within the circle
varies with r. Since we are interested in sufficiently large
values of r we will obtain the number of vertices N by
dividing the area of the circle with the area of N squares each
of area d?. We therefore obtain N ~ wg—z. With h people per
household the probability of a successful attack is given by

1 &
Nh ~ whr?
Next we compute the expected value of the location error. This
is the average distance from the origin to a point randomly
dropped in a circle of radius r which is E(r) = 2r/3.

We provide a simple illustration of this trade-off in Figure 2.
The x-axis is the number of people within the circle, K = Nh,
the left y-axis is the probability of attacker success Ps, and the
right y-axis is the accuracy, E(r). For this example we used
d =1 and h = 4. As K increases the success probability
decreases but the accuracy also decreases.

P, =

B. Simulation Results

In order to evaluate the proposed method, we simulate a
typical urban environment. We consider ten parallel streets
with ten land plots per street. We randomly choose ten of
these 100 land plots and assume that they contain a multi-
apartment complex containing between 2-36 apartments. We
also randomly choose ten other land plots and assume that they
are empty. The remaining eighty land plots are assumed to
have single family homes (i.e. single meters). In total we have
200 households and hence 200 meters. We choose the size
of each household using population distribution data gathered
from the Australian Smart-Grid Smart-City project [20].

To simulate attack success, for each resident in the area
and a given privacy probability P, we determine a set S of
[%] users closest to the target user’s location. The obfuscated
value is then randomly chosen from within .S. The two metrics
of concern are the probability of an attacker success and the
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average location error as previously described. In Figure 3 we
plot the privacy probability (probability of attacker success)
versus the number of users chosen within the set, K. In Figure
4 we plot the average error (average distance between the
location and the obfuscated value) as a function of K.

From Figure 3 we note that the success probability decreases
with K. Without multi-apartment buildings and empty lots one
would expect this plot to follow the function 1/K. We do see
this is the case for large K. From Figure 4 we note that the
location error increases almost linearly with K.

We also ran a use case for a more rural area. Here we
assumed two multi-apartment buildings, 96 empty plots and 23
single family plots. In Figure 5 we plot the privacy probability
while in Figure 6 we plot the average location error for each
of the methods. Here we see similar results except that the
average error is much larger as expected since the sufficient
user samples being captured in S would be distributed in a
much larger area when compared with an urban scenario.
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V. CONCLUSION AND FUTURE WORK

The objective of this paper was to create a framework for
location obfuscation for online surveys and other applications
that require a tight trade-off between location accuracy and
user location privacy. We demonstrated that such an approach
requires population density information since the degree of
accuracy can be increased as the population density increases.
The approach proposes the use of Smart Meters, used by
Electricity companies, to estimate population density infor-
mation. The effectiveness of the approach was demonstrated
via numerical results.

We are presently planning more extensive simulations using
real Smart Meter information. We are also working on Ma-
chine Learning techniques to be able to estimate household
sizes. We then plan to simulate a more realistic environment.
Finally we intend to deploy a prototype of the framework in
order to determine its practicability.
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