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Abstract—With the rapid growth in demand for mobile data
fueled by the emergence of new consumer applications that
require high quality of service, existing static mobile data pricing
plans are no longer suitable. Although several dynamic pricing
mechanisms have been proposed in the literature, they have
not been widely adopted due to their associated implementation
complexity, the lack of trust in the associated platforms, and
the absence of automatic enforcement. To address these chal-
lenges, we propose a credible trust framework (CREDIT) that
leverages well-established Ethereum smart contracts for service-
level agreement (SLA) enforcement. CREDIT introduces a novel
SLA verification mechanism through fair auditor selection and
auditor payoff to ensure truthfulness, and hence reinforces trust
between the various parties involved in CREDIT. A detailed
game-theoretic analysis is provided to prove the credibility of
CREDIT by using the principle of a strong Nash equilibrium.
In addition, CREDIT is prototyped by leveraging the smart
contracts of Ethereum Blockchain. The results achieved provide
a valuable validation of the feasibility of CREDIT.

Index Terms—Blockchain, Smart Contracts, Mobile Data Pric-
ing, Game Theory, Network Economics

I. INTRODUCTION

Advances in mobile Internet technologies have led to the
development of a multitude of new applications and use cases
supported by advanced networks (e.g., 5G and beyond 5G),
the Internet of Things (IoT), and Edge Computing. As a
result, there has been an unprecedented increase in mobile
data demand, and this demand is doubling every year [1].
This has led to increasing levels of congestion, making the
development and deployment of 5G networks both imperative
and challenging. Whereas the network standards are continu-
ously evolving, purely technological solutions for expansion
in cellular network capacity may not be adequate for future
networks with the goal of supporting multi-fold increases in
the supported data rates and number of connected devices.
Furthermore, it is unlikely that the rate of growth in the supply
of wireless capacity (per unit of investment) will match the rate
of growth in demand in the long term [2].

In light of this demand, mobile network operators (MNOs)
are turning to new pricing and penalty mechanisms to manage
such network demands, while matching their prices to cost
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[3]. With the large scale of investments required for 5G
networks and the benefits they offer, the issues of charging and
resource allocation become critical for recouping these efforts
[4], [5]. Traditional billing models such as flat-rate, usage-
based, and fixed quality of service (QoS) class plans are no
longer suitable for future mobile ecosystems. Although these
models incur minimal operational overhead, they do not offer
any incentive for users to dynamically adjust their demands for
better network utilization. Therefore, dynamic pricing models
are required that are responsive to the varying QoS demands
of different user applications, resulting in a greater willingness
of the user to pay, in addition to optimal resource utilization
and monetization for operators. Therefore, dynamic pricing
mechanisms such as congestion pricing, game-theoretic pric-
ing, auction-based pricing, and QoS-based pricing have been
proposed and are being considered as a replacement for flat-
access pricing schemes [6]-[9].

However, none of these has yet been practically adopted by
MNOs due to the associated complexity of implementation
and psychological issues related to lack of trustworthiness
when prices vary in response to network congestion [10]. The
enforcement of real-time dynamic pricing mechanisms must
consider the accounting architecture, incentive compliance,
price variation, and security aspects, in addition to the chal-
lenges related to QoS management and scheduling. However, a
lack of credibility could arise when prices vary in response to
dynamically varying QoS in response to network congestion.
Users prefer a degree of certainty in prices and prefer to
control their usage, such as choosing different QoS levels as
per application requirements or waiting for discounted periods
for non-critical applications in the case of time-dependent
data plans. Furthermore, the lack of validated methods for
users to prove service quality variation and claim service level
agreement (SLA) violations raises the challenge. For instance,
consider the scenario where an MNO offers congestion-based
pricing, i.e., the price increases in case of congestion to main-
tain the same QoS for the user [11]. This is done to mitigate
congestion by encouraging users to shift their usage to off-
peak hours. However, it would be unfair if the user is charged
a higher price but his QoS requirements are not met (e.g. due to
insufficient network capacity or unpredictable demand spike).
Therefore, there is a requirement for a trustworthy framework
for automated enforcement of such pricing mechanisms, as
well as a credible mechanism for auditing service quality.

In this paper, we propose a credible trust framework
(CREDIT) for the enforcement of dynamic data pricing, with
an objective of addressing the above challenges. CREDIT
leverages well-established Ethereum smart contracts for SLA



enforcement via blockchain. Furthermore, it introduces a novel
SLA verification mechanism through unbiased auditor com-
mittee formation and auditor payoff, ensuring truthful valida-
tion and reinforcing trust among the different parties involved
in CREDIT. Hence, it inherits blockchain’s transparency, trust-
less trust, and precise SLA declaration, and reinforces trust
and credibility by employing a fair network quality validation
mechanism, thus addressing implementation and psychological
challenges in the adoption of dynamic pricing for MNOs. We
also present a game-theoretic analysis of the auditor game to
demonstrate that auditors are motivated to respond truthfully
to maximize their revenues. Specifically, we use the notion
of a strong Nash equilibrium to prove that the proposed idea
ensures fairness and inhibits the desire to collude.In addition,
CREDIT is prototyped using the smart contracts of Ethereum
testnet. The achieved results provide a valuable validation of
the feasibility of CREDIT.

The key contributions of this paper can be summarized
as follows. First, CREDIT ensures fairness between roles
by randomly selecting auditors from a decentralized pool,
eliminating the possibility of unfairness or collusion. This
is a valuable feature because service providers have more
rights related to decisions regarding SLA violations and user
compensation in current systems. Second, since there is no
means for the user to prove that a service violation (i.e.,
failure to provide the required QoS) has actually occurred,
CREDIT implements an automatic SLA verification by an
auditor committee to address this issue. The randomized
auditor selection and auditor payoff mechanism ensure truth-
fulness, further validating the credibility of CREDIT. Third,
CREDIT is flexible and can be easily adapted by various
network operators to flexibly enforce different dynamic pricing
mechanisms.

The remainder of the paper is organized as follows. Section
II describes the CREDIT framework and its key technologies,
followed by a detailed analysis of the auditor game in Section
IMI-A. Section IV includes a description of the prototype
implementation and evaluation, followed by a discussion of
the related work in Section V and conclusions and future
directions in Section VI.

II. THE CREDIT FRAMEWORK

In this Section, we first describe the system model, present-
ing an overview of the CREDIT framework. We then describe
the key technologies of CREDIT, including 1) SLA and auditor
smart contracts, 2) fair auditor selection, and 3) SLA validation
and dynamic pricing enforcement.

A. System Model

We consider a cellular network scenario consisting of an
MNO offering mobile data services to its users. Today’s cel-
lular networks such as 5G/6G are designed to be multiservice
networks capable of supporting different applications with het-
erogeneous QoS requirements over a single integrated network
platform [12]. Therefore, we assume that MNO offers different
levels of QoS and that users can choose them based on their
application requirements. We also assume that appropriate
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Fig. 1. System overview.

scheduling mechanisms are implemented at the base station
to ensure QoS guarantees based on user-subscribed plans.

The MNO implements dynamic pricing mechanisms and
charges users based on instantaneous network conditions.
Users can choose their subscribed QoS level QQpjan based on
their service requirements, and prices can dynamically vary
in response to varying user demands and network congestion
levels. Under no congestion, the user pays a price p pro-
portional to the level of subscribed service. However, under
congestion, the price paid, p’, could vary based on the pricing
plan adopted by the MNO. The MNO is free to adopt any
existing dynamic pricing method or implement its own pricing
model. For example, in the case of congestion pricing [11],
prices increase under congestion to shift user demands to off-
peak hours. Therefore, p’ > p, that is, users must pay more to
achieve the same QoS level during congestion. On the contrary,
as in [13], the prices paid can vary proportionally to the
achieved QoS and hence p’ < p, i.e., the MNO compensates
users for their lost QoS in the case of congestion.

As prices vary dynamically, it is important to detect when
the SLA is violated due to network congestion. In current
networks, the MNO has a central authority to detect when the
network is congested. Hence, there is no means for the users
to prove that an SLA was violated, i.e., the achieved QoS
was less than the subscribed QoS. Therefore, we consider an
additional entity called an auditor. Auditors are users who have
subscribed to network services offered by the MNO, and are
willing to act as validators to verify the achieved QoS in return
for a reward. Participants in the SLA validation process are
driven by maximization of the remuneration received in return
for truthful SLA validation. N users are randomly selected
from potential auditors in a decentralized pool to validate the
QoS achieved by the user for the given service duration Ty,.

As the link quality in wireless networks depends on mul-
tiple factors (e.g., distance from the base station, height of
the antenna, frequency and directional characteristics of the
antenna, physical obstructions, beam switching, network load,
transmission power, etc.), it is important to consider these
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Fig. 2. SLA enforcement in CREDIT.

factors while evaluating the achieved QoS compared to the
subscribed QoS level. In addition, the achieved QoS also
depends on the user subscription class Qpja,. Considering
these factors, we assume that users close to the given user
user; at any given time will experience a similar QoS and
hence be good candidates for validating the SLA between
user; and the MNO. Therefore, the area within radius r
from user; is defined as zone;, as indicated in Figure 1. An
alternative to choosing a fixed radius would be to choose N
closest neighbors; N would be determined experimentally to
ensure that the accuracy of the decision is sufficiently high'.
A.; represents the candidate auditors for validating the SLA
between user; and the MNO. The set of auditors for validating
the service agreement between the MNO and user; must be
selected from the auditor pool comprising the users in zone; at
the time instance ¢, subscribed to the same (pja,, and willing
to provide this validation for some rewards. At the end of
the service duration, the SLA ends with two possibilities (i.e.,
network service violation or no violation) determined based
on the response forming the majority in the auditor evaluation.
Consequently, MNO, user, and auditors are compensated based
on the SLA.

B. Key Technologies of CREDIT

In this section, we present an overview of SLA enforce-
ment in CREDIT and describe the key technologies adopted
in CREDIT. As mentioned previously, CREDIT leverages
blockchain technology. Blockchain is an immutable decentral-
ized ledger that provides a secure and fast way for verifying
critical information and establishing trust. Blockchain technol-
ogy allows mutually mistrustful parties to securely establish a
shared blockchain via distributed consensus without having to

'Choosing the auditors from the user’s zone can also ensure accurate
validation of the SLA in the case of user mobility.

confide in a central party to build trust [14]. SLA enforcement,
as well as the auditing mechanism, including auditor selection
and management, is implemented through smart contracts.
Ethereum smart contracts enable the automation of service
transactions and allow the enforcement of SLAs via blockchain
[15].

The SLA enforcement in CREDIT is illustrated in Figure 2.
Initially, an off-chain service agreement (i.e., the selection of
the required QoS plan from the offered plans) is achieved
between the MNO and wuser; in terms of the required QoS
Qpian, service duration Ty, service price Fpjan, compensation
fee Pempn, and auditor reward P,,q (see (D). Note that the
auditor compensation cost is shared between the MNO and
users. Based on off-chain negotiation, the SLA smart contract
SCsianet 1 leveraged to generate the SLA SLA, . (see ).
After the user accepts SLApe (see @), the auditor smart
contract SCa,q is triggered for auditor selection and SLA
validation (see @). The auditor set is chosen randomly from
the available pool to ensure fairness. The MNO publishes the
service details regarding SLA,e (see (), providing infor-
mation for validating the provisioned network service (see
©). The service duration T, is divided into s time slots
To,Th,...Ts—1 where s is determined based on the required
granularity. At the beginning of each slot, selected auditors
report the achieved QoS (see (7)), and x responses out of N,
where (x > m), are randomly considered to make the decision
on the violation of the SLA based on the majority, to ensure
fairness and reliability of the confirmation of the violation.
Here, m represents the minimum number of responses chosen
in each time slot such that m > 3. Based on this, the network
service fee and the auditor compensation are enforced (see
®).

We leverage the blockchain technology to implement (i) the
SLA smart contract SCsianet for provisioning QoS-based ser-
vices and enforcing dynamic pricing and (ii) the auditor smart
contract SCa,q for auditor selection/management and SLA
validation. SCsanet includes the functionality required for
SLA generation, requesting SLA verification through SCaud,
and enforcement of dynamic pricing and auditor compensation
on the completion of the service duration. SCaq includes the
functionality required for fair auditor selection/management
and SLA validation, which can be invoked after SCsanet 1S
generated by the MNO and accepted by the user.

Fair auditor selection is essential to ensure that neither the
MNO nor users could have any potential advantage in the
auditor committee (AC) selection. Any user subscribed to the
MNO and having a valid blockchain address can register into
the auditor pool using SCaud. The set of registered auditors
AR can change their states to available or unavailable to
indicate that they are available or unavailable to be selected
as part of AC for auditing the network QoS. When a request
for AC selection is received from SCsianet, Algorithm 1
(phasel) is invoked to select AC' comprising N auditors from
the decentralized set AR that have a positive score. Note
that any user can only be a part of a single AC at a given
time. Each auditor is assigned a fixed constant value as the
initial score, representing its reputation, on registration. To
discourage malicious behavior, the score is decreased every



Algorithm 1 CREDIT Auditing & Pricing Enforcement

Input:

Phase 1: Set of registered auditors AR; Size of AR, len(AR);
Required size N of auditor committee AC’; Service provider address
M NO.address; User address user.address; User zone user.zone;
User score user.score; User subscribed QoS plan user.Q pian;
Random number generation method Randnum_Generator();
Phase 2: Service duration T, divided into s slots; Service
price Ppiqan, Compensation fee paid in case of SLA,e: violation
Permpn;Auditor committee AC' of size N; Minimum number m out
of N user responses selected in each slot; Reward P,,q for truthful
validation.

Phase 1: Auditor Committee Selection:

: randnum < 0

1

2: AC + 0

3: <0

4: while j < N do

5:  randnum = Randnum_Generator()

6: index i < randnum%len(AR)

7. if ARJi].address! = MNO.address &&
ARJi].address! = user.address &&
AR[i].Qpian == user.Qpian &&
ARJi] € user.zone &&

ARJi].state == available &&
ARJi].score > 0
then

8: Add ARJi] = AC

9: J++

10:  end if

11:  randnum =0

12: end while
13: return AC

Phase 2: SLA Validation and Dynamic Pricing Enforcement:

14: Off-chain service negotiation (Tsrv, QpPian, Pprian, Pempn,
Pyua) for SLA,.¢¢ between user and M NO.

15: SCsrAnet smart contract is generated by MNO and the service
details (Q pian) are published.

16: user accepts SLAnez.

17: Use auditor committee AC' comprising of N auditors obtained
using Phasel.

18: for service duration T%s,, do

19:  MNO provides network service (Q pian) to user

20:  for every slot i in tp to ts—1 do

21: Members of AC monitor QoS and report violation at
beginning of each slot
22: Randomly select response of > m out of N auditors in
AC such that each auditor is selected at least once in Ty

23: if At least /2 auditors report service violation then

24: t;.status =V

25: Ppian — Pempn is transferred to M NO.address.

26: P,ua is credited to the wallet address of every auditor
that truthfully reported SLA violation.

27: Auditor score is adjusted for each auditor that reported
no SLA violation

28: user ends SLAy.: and withdraws.

29: else

30: t;.status = NV

31: Ppian is transferred to M NO.address.

32: P,ua is credited to the wallet address of every auditor
that truthfully reported no SLA violation.

33: Auditor score is adjusted for each auditor who reported
violation

34: MNO ends SLA.: and withdraws.

35: end if

36:  end for

37: end for

time the auditor generates a false report and is blocked when
the score reaches zero.

Considering Ethereum as a trusted entity in the proposed
model, a random number generation algorithm (such as [16],
[17]) denoted by Randnum_Generator, is employed to
generate seeds for the randomized auditor selection. Based
on the output of Randnum_Generator, a random user with
index ¢ is chosen from AR such that it is in the user zone
and subscribed to the same (Qpja, as the user, as described in
Algorithm 1(phasel). After AC has been selected, the SLA
validation and the enforcement of dynamic pricing can be
performed, as described in phase 2 of Algorithm 1.

The MNO leverages SCsianet to generate SLApe. The
network SLA is generated based on the service parameters
(Qpian, service duration T, service price Fpyjan, compensation
fee Pempn, and auditor reward P,,.q), agreed upon during off-
chain service negotiation. The details of SLA validation and
dynamic pricing enforcement are described in Algorithm 1.
After the user accepts S'L A, the service details are published
for the members of AC' to validate the achieved service quality
compared to the subscribed QoS level. SCsanet triggers the
auditor smart contract for auditor selection and payoff. The
auditor set is chosen randomly from the available pool to
ensure that neither MNO nor user has an advantage in auditor
selection. The service duration Ty, is divided into s time slots
Ty to Ts_1. At the beginning of each time slot, the selected
auditors report the achieved QoS. Then and z out of N
responses are randomly considered to make a decision on SLA
violation based on majority. This further reinforces fairness,
since auditors in AC' have no means of knowing whether
they will be selected in a given slot, thereby decreasing the
possibility of unfairness through the formation of a coalition
among the members of AC. At the end of T, the service fee
and auditor compensation are enforced using SCs| anet, based
on the number of slots for which SLA,.: is violated.

IITI. ANALYSIS OF CREDIT

In this section, we illustrate how CREDIT ensures credi-
bility for SLA validation and dynamic pricing enforcement.
In addition, we discuss how the issues of fairness, privacy,
and coalition prevention can be handled in the CREDIT
framework.

A. Credibility Analysis

The trust component of CREDIT is proved using game-
theoretic analysis, backed up by the randomized auditor
selection algorithm and auditor payoff. Game theory is an
interactive decision theory, where a player chooses its strategy
to maximize its utility, given the other players’ strategies.
Therefore, we define the non-cooperative auditor game which
will be used to show that the proposed auditor selection
and payoff, and SLA validation mechanisms ensure that the
auditors are motivated to respond truthfully to maximize their
rewards. First, the auditor game can be defined as follows.

Definition 1 (Auditor Game). The auditor game is a finite
N-player Strategic Form Game defined by



o AC: {aj,as,...,a,} represents the set of N auditors
forming the auditor committee;

o S:{S1 xSy x...x8,} represents the available set of
strategies. A player a;’s strategy profile S; represents the
set of actions that the player can perform to achieve its
expected outcome. Any player a; can choose any action
~; in S;. Thus, a strategy profile can be represented as
a vector v* = {¥{,73,..., 7}, where 7 represents a
specific action of S;(i = 1,2,...,n);

o U: {ug,ug,...,u,} is the set of utilities, i.e., u;(u; :
S — R) represents the payoff function that determines
the revenue R of the auditor a; for a given strategy,
reflecting its expected outcome.

The complete strategy profile v can also be represented
as v = {vi,v—i}, where ~; represents a;’s action and ~_;
represents the strategy profile v without a;’s action. Hence,
the utility of a user a; for a given strategy profile can be
represented as u;(y;,y—:). In the auditor game, each auditor
can report an SLA violation, if the achieved QoS does not
satisfy the one published by the MNO using S L A, or report
no violation, otherwise. Therefore, the action set consists of
two actions, S; = {v;(v),vi(nv)}, where ~;(v) and ;(nv)
denote the Report Violation and Report No Violation ac-
tions, respectively. Let Ay denote the set of auditors that
report service violation in each slot, i.e., the set of auditors
for which ;% = 7;(v), and Ay denote the set of users for
which ;% = 7;(nv). The actions chosen by the players in each
time slot ¢ determine the final state of SLA,. For every slot
to to ts_1, the service status t.status is said to be violated
if at least half of the auditors reported service violation, i.e.,
|Av| > m/2, where m is the number of auditor responses
considered in a given slot x. Finally, SLA,e is said to be
violated if t.status = V for at least more than half of the
slots. Based on the auditor game defined above, the auditor
payoff can be defined as follows.

Definition 2 (Auditor Payoff). Each player chooses its action
based on the payoff function, without knowing the actions or
the choices made by the other players. The payoff function
assigns a real number (i.e., payoff) to a player based on the
actions chosen by all the other players. In the auditor game,
the payoff function is defined with respect to the status of each
slot, i.e., whether the SLA is violated or not in that particular
slot, as follows.

o If SLAstate = V, uz(%(v),'y_z) = Rwinv for all a; in

Ay

o If SLAstate = NV, u;i(v:(nv),v—;) = Ruin,,, for all a;
in ANV

o If SLAgtate = NV, u;i(7i(v),7—i) = Ryose for all a; in
Ay

o If SLAgate =V, ui(yi(nv),v—;) = 0 for all a; in Any.

This implies that if the SLA is violated, the auditor will
receive a payoff of R,,, if he reports the violation and 0
if he reports no violation. On the other hand, if the SLA is
not violated, the auditor will receive a payoff of Rj,s. if he
reports violation, and Ry, if he reports no violation. Here,
the auditor gets the maximum payoff if he correctly reports the

violation, and the least payoff if the SLA is not violated but the
auditor reports violation. If ,,, denotes the maximum utility
that an auditor a; can achieve in Ty, then its final utility is
defined as u; = min{uqq, Y u; }. This ensures that the total
utility of the player does not exceed u,,q, When it is selected
in multiple slots. It should be noted that R.in, >> Ruyin,,,

is for the silent auditors. Furthermore, Rjose = —Ruyin,,, - For
simplicity, we assume that R,;,, = 10, Ryn,, = 1, and
Rlose = -1

In the described auditor game, the Nash Equilibrium can be
defined as follows.

Definition 3 (Nash Equilibrium). The Nash equilibrium rep-
resents a stable state in a non-cooperative game where no
player has any incentive to unilaterally change its strategy if
the strategies of all other players remain unchanged [18]. In
terms of standardized game-theoretic formalization, this can
be represented by a strategic profile that comprises the best
response of each player to the strategies chosen by the other
players. The Nash equilibrium of a game is a strategy profile
~*, if for every player a; € AC, w;(v',~v*;) > wi(v, v,)
for all v} € S;(1,2,...,n).

Additionally, the Pareto efficiency can be defined as follows.

Definition 4 (Weak Pareto Efficiency). A strategy profile v* €
S of a game is said to be weakly Pareto efficient if there does
not exist any vy, € S; such that u;(y,,v*,;) > u;(v},~v*;) for
all a; € AC.

Finally, the strong Nash equilibrium is defined as follows.

Definition 5 (Strong Nash Equilibrium). The strong Nash
equilibrium is a strategy profile in which no group of players
can cooperate and change their strategies to increase the utility
of each member of the group [16]. +* is a strong Nash
equilibrium if for any non-empty set P of players and any
strategy profile v over P, there exists a player p € P such
that u,(vp, v* p) > up(vp,v* p). This implies that a strategy
profile is a strong Nash equilibrium if it is a Nash equilibrium
and it is weakly Pareto efficient for each possible sub-coalition
[19].

Based on these definitions, we will now show that the
members of AC are motivated to tell the truth to maximize
revenue using Theorem 1.

Theorem 1. The auditor game with N players has only two
Nash equilibrium points: (i) v* = {¥{,73, ..., }, such that
v¥ = ~i(v) for all a; € AC and (i) v* = {7{,75, .., 7}
such that v} = ;(nv) for all a; € AC.

Proof. Let us consider the first scenario where all auditors
in AC have the actions of Report Violation, i.e., the strategy
profile v} = ~;(v) for all a; € AC. In this case, t.status =V
for this slot and |Ay| = m, m > 3. According to Definition 2,
the revenue gained by auditors for reporting service violation
is given by u;(v;(v),7*;) = Ruwin, - In this case, even if any
auditor a; chooses to Report No Violation, the ¢.status is
not modified as |Ay| = m — 1 > m/2. Then, the revenue of
a; will be u;(v;(nv),v*;) = 0 < Ryin,. Consequently, by
Definition 3, it is a Nash equilibrium point.



Similarly, let us now consider the second scenario where
all auditors have the actions of Report No Violation. In this
case, the strategy profile can be defined as v} = ~;(nv) for
all a; € AC. Thus, t.status = NV and |[Ay| = 0 < m/2.
By Definition 2, u;(y;(nv),v*;) = Ruwin,,, for all a; € AC.
If any auditor ¢ chooses Report Violation as its action instead
of Report No Violation, i.e., v = v;(v), the final status does
not change as |Ay| = 1 < m/2. Hence, the revenue obtained
by ¢ in this case is given by u; (Vi (v),7*;) = —Riose = —1 <
Ruin,., = wi(vi(nv), v%;).

In all other scenarios, the strategy profile is a mix of actions
Report Violation and Report No Violation, i.e., [Ay| # 0
and |Anv| # 0. If t.state is V, there is always a; € Any
that can change its action from Report No Violation to
Report Violation. In this case, its overall revenue increases
from w;(y;(nv),v*;) = 0 to w;(:(v),v*;) = Ruyin = 10.
Similarly, if ¢.state is NV, there always exists a; € Ay that
can change its action from Report Violation to Report No
Violation, thus increasing its revenue from u;(v;(v),v*;) =
Rlose = —1to ul(’yl(nv)’,yiﬂ = RUUi’ﬂnv

= 1. Hence,
according to Definition 3, no other strategy profile satisfies
the Nash equilibrium condition, thereby proving that there are
only two Nash equilibrium points in the auditor game with N
players. ]

Using Theorem 2, we will now demonstrate that the two
Nash equilibrium points discussed in Theorem 1 cannot be
strictly improved for all individuals.

Theorem 2. The auditor game of N players is weakly Pareto
efficient for the two Nash equilibrium points discussed in
Theorem 1.

Proof. Let us first consider the scenario where 7 = ~;(v) for
all a; € AC. In this case, t.status = V. Let P be the set of all
possible coalitions in AC'. Consider a coalition p € P. In this
case, u;(vi(v),v*;) = Ruwin, = 10. Now let us consider the
scenario where the members of p change their responses from
Report Violation to Report No Violation. In this case, if they
form a majority in the given slot ¢, the status changes from V'
to NV and their utility can be computed as u;(v;(nv),v*,;) =
Ryin,, = 1. If the coalition p does not form the majority,
w;(yi(nv),v*,;) = 0. In both cases, u; (7], v*;) < w; (v, 7*;)
for all a; € AC, and therefore the strategy profile v* = ~;(v)
all a; € AC is weakly Pareto efficient.

Let us now consider the scenario where v = ;(nv) for all
a; € AC. In this case, t.status = NV, and u;(y;(nv),v*;) =
Ruyin,, = 1 for all a; € AC'. For any coalition p € P, let all
members change their responses from Report No Violation
to Report Violation. In this case, if they form a majority in
the given slot ¢, the status changes from NV to V and their
utility is w;(v:(v),v*;) = Rwin, = 10. However, according
to Definition 2, the utility of other auditors with Report No
Violation actions is reduced to 0. Additionally, members of
the coalition that are not selected in the given slot will not
receive any revenue. Moreover, if the coalition p does not form
the majority, the utility of the users that form the coalition
u; (7 (v),7%;) = Riose = —1. In both cases, u;(V,7*;) <

w; (vF,v*,;), and therefore the strategy profile v = ~;(nv)
for all a; € AC is weakly Pareto efficient. |

In the case of games played on blockchain with pseudony-
mous players, a strong Nash equilibrium is the correct notion
for guaranteeing self-enforceability and stability, because a set
of players (e.g., a family or a group of users at a given location)
can form a coalition and defect to increase their revenues. By
definition, every strong equilibrium is also a Nash equilibrium.
Therefore, a strong equilibrium represents the strongest notion
of stability, i.e., if a game has a strong equilibrium, there is
a strong guarantee that no group of rational players would
defect from the equilibrium [16]. Therefore, by Theorem 3,
we will prove that no group of auditors can form a coalition
and defect to increase their revenues.

Theorem 3. The auditor game of N players has two and only
two Strong Nash equilibrium points: (i) v* : {77, 75, --» Vi }s
such that v = ~;(v) for all a; € AC and (i) ~*
{5,735, -y}, such that v = ~;(nv) for all a; € AC.

Proof. A strong Nash equilibrium is a strategy profile in which
no group of players have a way to cooperate and change their
strategies in order to increase the utility of every member of the
group, i.e., a strategy profile is a strong Nash equilibrium if it
is a Nash equilibrium and it is weakly Pareto efficient for each
possible sub-coalition. According to Theorems 1 and 2, the
strategy profiles v = 7;(v) for all a; € AC and ~; = ;(nv)
for all a; € AC are the Nash equilibrium as well as weakly
Pareto efficient. Consequently, according to Definition 5, these
strategy profiles are a strong Nash equilibrium. |

This analysis shows that to maximize its revenue, any
rational and selfish auditor must be truthful. The CREDIT
framework leverages economic principles (e.g., auditor payoff)
to encourage a truthful response. In case of SLA violation,
the auditor is aware that the majority of the other auditors
in AC are likely to report the violation in order to maximize
their remuneration. The same principle holds if the SLA is not
violated. Knowing that most auditors will report no violation,
the auditor will have to take the risk of paying a penalty for
its fraudulent behavior if it chooses to falsely report violation
to maximize its reward. Hence, in case of violation or no
violation, all auditors will tend to tell the truth in order to
maintain the equilibrium points to maximize their rewards.
Moreover, the principle of strong Nash equilibrium proves how
the proposed auditor selection and payoff mechanisms prevent
multilateral deviations by rational auditors in a coordinated
way.

B. Fairness and Privacy Analysis

The randomized auditor selection and the proposed SLA
validation mechanism ensure that neither of the involved
entities (i.e., users or MNO) have any undue advantage for
auditor selection. AC' is formed by the randomized selection
of users subscribed to the same service provider and service
plan @Qpjan While residing in the same zone. This makes it
practically impossible for the same group of users to change
their Qppan frequently to be a part of AC. Moreover, fairness
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Fig. 3. State transition diagram for CREDIT framework.

is reinforced, as not only are the members of AC randomly
chosen, but a random set of responses are considered at each
time slot ¢ to validate the SLA based on the majority response.

Meanwhile, the CREDIT framework leverages Ethereum
smart contracts for dynamic mobile data pricing enforcement,
i.e., for implementing randomized auditor selection as well
as SLA validation and dynamic pricing enforcement. Hence,
it inherits the benefits of the distributed ledger protocol
of Ethereum including security, decentralization, auditabil-
ity, reliability, and immutability. In addition, smart contracts
preserve the user privacy. As Ethereum is a pseudonymous
network, all transactions are not linked to the identity but to
a unique cryptographic address, thereby protecting the user
privacy.

C. Coalition Prevention and Auditor Audit

Although the auditor game on blockchain is played by
pseudonymous players, there is a possibility that the same
person could control different players. However, the identity
of the auditors can be verified since they are subscribed to
the MNO services. Hence, the probability of formation of a
coalition is extremely low. Of course, there can be scenarios
where certain users (e.g., a family or office workers) can form
a coalition and attempt to increase their revenue by altering
their responses. In this case, since the players that form the
coalition have no means of knowing if they form the majority
in a given time slot, it makes sense for them to tell the truth to

maximize their revenue and avoid undue penalties, as shown
in the proof of Theorem 3.

The proof of Theorem 1 confirms that if SLAe is being
violated, the auditor will know that the majority of the other
auditors are expected to report the violation to maximize their
utility. On the contrary, if there is no violation, the auditor
could be tempted to report a violation to gain more revenue;
however, there is a greater risk of paying a higher penalty
for misreporting, as the majority of the auditors would prefer
reporting no violation, as indicated in the proof of Theorem 1.
Additionally, two adversaries (i.e., the silent auditors and
the rational auditors forming coalition) are handled by the
CREDIT design. The auditor’s audit via its score handles silent
auditors who do not audit any SLA and choose to report no
violation in the hope of gaining benefits over multiple games,
as they have to pay no penalty even if the SLA is violated.

IV. PROTOTYPE IMPLEMENTATION

In this section, we discuss the prototype implementation of
CREDIT, illustrating its functionality and feasibility for real-
world scenarios. Figure 3 depicts the different modules, and
corresponding SLA and auditor state transitions. The horizon-
tal axis represents the entities that initiate a particular module
and the vertical axis represents the smart contract to which the
modules belong. Before the SLA is generated on blockchain,
users and the MNO enter into an off-chain agreement, based
on which the MNO sets the service attributes such as service
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duration, service fee, compensation fee and auditor fee using
the SetServiceAttributes() module. After the initial agree-
ment is finalized and the service attributes are set, the SLA
smart contract is generated using the GenNetworkSLA()
module, and the MNO requests the selection of the auditor
committee using the RequestAC Selection() module of the
auditor smart contract. Users who are willing to audit the
SLA and earn rewards for their services can register as
auditors (using the Register() module) and indicate their
availability by activating themselves (using the Activate()
module). The randomized auditor committee selection module,
denoted by RandomizedAC Selection(), is then used to
select a random set of auditors for each time slot. After
the committee selection is finalized and the user accepts
the SLA using the AcceptSLA() module, the service pro-
visioning is initiated and pricing is enforced based on the
SLA validation by the auditors. If the SLA is violated, the
customer becomes the main beneficiary and ends the SLA
along with the settlement of user compensation, as well as
the auditor fee using the UserEndSLA() module. On the
contrary, if the SLA is completed without violation, the MNO
invokes the M NOEndSLA() module and ends the service;
the service fee is then deducted from the user account. Finally,
the Release() module is leveraged to release auditors from the
SLA lifecycle.

The prototype? was developed using a blockchain program-
ming language (Solidity) within the Ethereum Remix IDE,
and tested on a test network (Sepolia Testnet [20]) for the
Ethereum blockchain, as illustrated in Figure 4. Note that other
testnets such as Goerli or layer 2 testnets can also be used
[21]. The SLA and auditor smart contracts, and their associated
modules (as indicated in Figure 3) were implemented. Solidity
static analysis and Solhint linter plugins were used to validate
the source code against different security vulnerabilities and
stylistic errors [22]. MetaMask [23], a software cryptocur-
rency wallet, was employed for interacting with the Ethereum
blockchain. It enables access to Ethereum wallets through

Zhttps://github.com/sekhonramneek/credit

mobile applications or browser extensions, allowing users
to interact with decentralized applications. Multiple accounts
corresponding to the MNO, users, and auditors were created
with the assignment of testnet ethers and linked to Sepolia.
For testing, test ethers (SepoliaETH) were obtained from a
Sepolia testnet faucet (Alchemy’s free Sepolia Faucet [24]).
We tested different possible scenarios to validate the feasibility
of different modules, along with their functionality.

The gas consumption, which signifies the complexity of
the execution of each module for SCsianet and SCauq iS
illustrated in Figures 5 and 6, respectively. Hence, the cost
of each transaction can be obtained by multiplying the gas
consumption with the gas price per unit. It can be seen that
most of the gas is consumed by the modules for setting
the service attributes and generating the SLA, which are
typically invoked only once per user. Note that each state
transition can be triggered by a particular entity (the MNO,
the user, or the auditor). Since it requires a cost to execute
different modules, smart contracts are designed so that the
entity benefiting the most from the functionality is entitled
to modify the state. Note that the above results show the
maximum gas consumption paid by the MNO, as compared
to the user or the auditors, as they are required to invoke
a small number of modules as compared to the MNO. This
is fairly intuitive, as the MNO gains the maximum revenue,
and is hence incentivized to trigger the functions for the SLA
lifecycle implementation. The experimental results validate the
functionality and feasibility of the proposed model. It is also
worth noting here that the overall transaction cost also depends
on the implementation and can therefore be optimized further.
Note that the proposed model is not comparable to other
related works since the problem formulations and the proposed
methods are not applicable to our problem.

The transactions in the blockchain can be validated by the
miners and bundled into ordered blocks, which are added to
the blockchain. In the case of Ethereum, the block time, which
is defined as the time taken to mine a new block, is between
12 and 14 seconds [25]. In addition, a transaction is said to
have finality when it is a part of a block that is permanently
added to the blockchain and cannot be changed. Due to the
decentralized nature of the blockchain, two valid blocks can
be mined at the same time, resulting in a temporary fork.
However, such a rejected transaction may have been added
to the accepted chain and could be reversed. Therefore, it is
recommended to wait for at least k£ blocks to reach finality,
i.e., to ensure that a transaction has been successfully added
to the blockchain. For Ethereum, k is set to 6 and hence it
takes just over a minute for a successful transaction. Since
auditing QoS for SLA verification is not bound by the stringent
requirements of communication networks, it can be performed
at relatively larger time slots, avoiding computational time
overheads. Therefore, the number of time slots s for SLA
validation (as defined in Section II-B) can be set to a suitable
multiple of the block time.
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V. RELATED WORKS
A. Dynamic Pricing Enforcement

Most of the existing pricing plans adopted by current MNOs
are flat-rate pricing plans with variations, such as usage-
based pricing, tiered QoS plans, and usage-based pricing with
rollover. However, such pricing plans do not exhibit the granu-
larity and flexibility required for effectively pricing differential
QoS-based services and managing network congestion. Addi-
tionally, these pricing plans are typically implemented using
AAA (Authentication, Authorization, and Accounting) proto-
cols such as RADIUS and DIAMETER for user authentication,
access control, and accounting; and the Policy and Charging
Rules Function (PCRF) for implementing policy and charging
control functionalities including dynamic policy enforcement,
QoS management, traffic steering and optimization, and real-
time charging. These traditional charging mechanisms do not
offer sufficient flexibility and agility [26], [27]. To address the
shortcomings in static pricing mechanisms, numerous dynamic
pricing mechanisms such as auction-based pricing, day-ahead
pricing, congestion pricing, contract-theoretic pricing, and
game-theoretic pricing have been studied in the literature [6],
[71, [9]. However, such pricing plans have remained as mod-
els of theoretical interest for a long time owing to their
associated technological and socio-economic challenges. In
addition, dynamic pricing has also been widely explored in
other areas of network pricing. For example, [28] focuses on
pricing computational resources for task offloading in an edge-
cloud environment. [29] uses reverse auction-based incentive
mechanisms to offload mobile data to Wi-Fi access points
(APs) and dynamically remunerates the corresponding APs.
[30] proposes a dynamic bandwidth pricing framework using
multi-agent reinforcement learning for resource trading in 5G
network slicing. Although policy and charging control func-
tions are evolving to meet the requirements of dynamic and
heterogeneous service provisioning in 5G networks [31], none
of the MNOs have yet adopted dynamic pricing mechanisms.

To the best of our knowledge, no documented trials of
dynamic pricing for mobile data have been reported. Pilot
trials of a dynamic time-dependent usage-based pricing system
(called TUBE) were presented in [32]; it allows users to
respond to the offered prices through a graphical user interface.
However, the implementation is specific to time-dependent
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pricing and QoS-based service offerings are not considered.
In addition, users in TUBE must manually select the time
of usage for different applications at short time intervals to
minimize their costs. Although autopilot mode was included
for usage prediction and application scheduling, it may still
be inconvenient for users to alter the data usage patterns
according to service price offerings, due to the highly dynamic
and heterogenesous nature of demands and complicated inter-
actions between the MNO and users.

B. SLA Management

Typically, in commercial solutions related to cellular data
pricing, SLA management including service monitoring, vi-
olation detection, and pricing enforcement, is handled by
the MNO. Therefore, it becomes very challenging for users
to prove SLA violations, establishing the trust requirement
between the MNO and users [33]. As blockchain has a great
potential to address these challenges by offering precise SLA
declaration and absolute transparency, several blockchain-
based solutions have also been proposed [34]-[39]. Addition-
ally, the use of blockchain has also been explored in different
domains of network operation and management [40]-[43].
For example, [44] employs blockchain to facilitate resource
trading among peer-to-peer mobile virtual network operators
(MVNQOs) for autonomous resource slicing in 5G RAN.

To refrain from biased SLA management, existing studies
have proposed trustful SLA management using third parties.
For instance, [45] proposed an information-entropy-based trust
method to match resources between multiple clouds. [46]
also introduced a third party SLA management platform to
develop a detailed violation report. [47], [48] proposed third
party witness-based verification. However, such schemes either
require the involved parties to trust the third party, which in
itself is challenging to achieve in reality, and do not address
the scenarios where witnesses can collude and deviate from
the truth to gain revenue. In addition, [49] is based on perfor-
mance monitors to detect and report violations; however, the
challenges associated with ensuring trust in events external to
blockchain still remains an issue. Moreover, a detailed analysis
of the credibility of such approaches is lacking. The retrieval
of data from trusted third-party oracles [50] is a possible
solution; however, these are against the idea of decentralization



in blockchain due to a single point of failure. The concept of
distributed oracles was introduced [51], where the resulting
data from an event is transferred to the blockchain only if the
agreement among the oracles is achieved. However, due to the
lack of incentives for the participants, such schemes assume
individuals to be purely independent and trustworthy.

In [52], the authors proposed a blockchain-based decentral-
ized service provisioning scheme where operators offer bids
based on the QOE requirements of users and the one that
provides the highest utility is selected by the users. However,
there is no way to guarantee or audit the QoE levels provided
to generate trust among involved parties. In [53], the authors
proposed a trust architecture for SLA management in 5G
networks where an SLA was created between the slice owner
and the slice provider. The slice provider translates the key per-
formance indicators to virtualized resources, and compensation
is paid in the case of an SLA violation. However, the proposed
architecture relies on a third-tier trusted entity (i.e., a central
entity), and thus it is against the decentralized principles of
blockchains.

C. Blockchain Technology

In assessing blockchain platforms for the implementation of
dynamic pricing through smart contracts, several key factors
come into play. Ethereum, renowned for its expansive devel-
oper community and comprehensive documentation, stands out
as the preferred choice [54], [55]. Although Binance Smart
Chain offers lower transaction fees and faster confirmations,
it sacrifices decentralization, a key tenet of blockchain tech-
nology. Cardano, with its emphasis on security and scalability,
is promising but still in the early stages of ecosystem de-
velopment. NEO’s faster transactions and language support
are notable, but its ecosystem lags behind Ethereum. Tezos
prioritizes on-chain governance but has a smaller developer
community. Ethereum, despite slightly higher fees, excels in
overall ecosystem maturity, developer support, and compati-
bility. Artificially Intelligent Electronic Money (AIEM) is a
digital currency that leverages Al for enhancing electronic
money transfer by provisioning features such as transaction
processing, fraud detection, and risk assessment [56]. How-
ever, due to the lack of smart contract functionality and the na-
tive cryptocurrency ecosystem, AIEMs may not be suitable for
building decentralized applications and implementing smart
contracts. The Ethereum Virtual Machine (EVM) facilitates
seamless integration, making it the most versatile and com-
pelling choice for implementing dynamic pricing algorithms
through smart contracts.

VI. CONCLUSION

This paper proposed a credible trust (CREDIT) frame-
work for the enforcement of dynamic mobile data pricing
that leverages Ethereum smart contracts to enforce SLAs
and to select/manage auditors for SLA validation. CREDIT
inherits the intrinsic properties of blockchain, including abso-
lute transparency, trustless trust between the parties involved,
and a precise SLA declaration. Moreover, it reinforces trust
and credibility by using randomized auditor selection and

payoff and network quality validation for dynamic pricing
enforcement. CREDIT overcomes the implementation and
psychological challenges related to the adoption of dynamic
pricing while offering the flexibility to implement different
pricing mechanisms for MNOs. It is also worth noting that
CREDIT is flexible and thus can be easily extended for other
distributed ledger technologies supporting smart contracts. In
our future work, we will extend the CREDIT framework to
include a more robust model for addressing the traditional
issue of accurately measuring the achieved QoS, for validation
by the auditors. Moreover, SLAs for interactions between
different MNOs, as well as between diverse players, including
regulators, application service providers, and edge service
providers, will be included in the framework.
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